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Introduction:

The growth of the Internet and the application of computer technology have come a long way since the early 1980’s.  Today’s, computers are highly interconnected and can process information at rapid speeds with very little human interaction.  Societies rely heavily on computers to do research, read the news, shop, exchange ideas and information, conduct financial transactions or occasionally browse the World Wide Web.  However some activists see the technology as an opportunity to exploit government policies and convey their dissatisfaction with the status quo  in order to initiate social reform.  Because of this influence and dependability of computers to conduct day-to-day activities, any disruption or lack of availability to operate and provide services can have many negative impacts towards the Internet community. 

People often refer to being online as being connected to the world.  The Internet is often referred to as the “information superhighway” or “cyberspace”.  Just as each person has their own uses for the Internet, some people strongly believe the Internet should be “free” for all, without any limitations, while other including many governments, fear the Internet is too “free” and should be censored. The issue regarding Internet censorship remains an active subject of debate.   This paper focuses on what motivates hacktivists organizations and the goals they seek to achieve by engaging in cyber-civil disobedience.  The Internet has become for the hacktivist what the sit-ins and protest marches were to the activists of the 1960s.  Hacktivists feel it is a  both a necessary and powerful tool in assisting them in expressing their First Amendment Right to free speech.   

Hacktivists use the Internet as a tool to express their discontents about government policies and to illustrate their personal beliefs and objectives about social issues. The days of protesting in the street, in front of government buildings is now coupled with on-line protest and virtual demonstrations.  People holding up signs and yelling slogans are almost extinct.  Now, activists are relying on computers and the Internet to yell for them. The digital voice is louder and more influential because of its ability to reach a large range of audiences all over the world instantaneously.  About thirty years ago, demonstrators required some from of organization and gathering of large numbers of people.  They spent many sleepless hours preparing for one demonstration.  Now, the “netherworld of cyberspace offers an unrestricted, unregulated and certainly unorganized refuge as an alternative to conventional assembly…cyberspace provides the ideal mechanism for cyber-civil disobedience, the protest of choice for the Information Age.”
  Multiple demonstrations can occur all at once, with the click on one button.  Disgruntled citizens have realized that the percentage of the population that uses the Internet is rapidly increasing. By taking their demonstrations and protests to the Internet their actions are difficult to ignore. 

There is an abundance of free information and tools available online for people that want to learn how to hack.  Hacktivist require very little skill sets and can launch successful attacks with limited computer and Internet knowledge. There are underground IRC or chat rooms hackers can visit to exchange new hacking techniques. Hacker conventions are held all over the world on a regular basis to discuss developments in technology, its vulnerabilities and ways it can be exploited.  One myth about hackers that participate in hacktivism is that they are mainly made up of rebellious pimple faced teenagers with nothing better to do with their time.  The truth is they consist of educated, knowledgeable and successful people with a mission to change social and political order.  

Who Hacktivist Are:

 There is a wide range of activists groups; they consist of environmentalists, anti-abortionists, socialists, and opponents of globalization seek to challenge government policies, actions or the lack of actions.  These groups use the Internet as a tool to influence political, social or personal change.  Hacktivist consist of hackers, crackers, phreakers who want to call attention to an issue that conflict with their own beliefs, and with the aid of the Internet hacktivists are finding it easy to successfully complete their mission.
  A hacktivist can be anyone, a neighbor, co-worker, friend, parent or even a business executive.   It is hard to pin point exactly who hacktivists are and what their next target will be, unless advertised.  An Internet-related term known as a “swarm” refers to a “global body of people with a similar beliefs that use the Internet as a tool to share information, mobilize support and coordinate direct action online”.
  Although, the actions of one hacktivist using an automated tool is enough to cause havoc for any network or security administrator, a coordinated attack by multiple hacktivists make it harder for network administrators to recover from the attack.

Well known hacktivists groups such as Cult of the Dead Cow, Electronic Disobedience Theatre (EDT) and Electrohippies are active participators in hacktivism.  They continuously recruit and encourage people to become  hacktivists, to aid them in their mission.  Without hiding their organization’s purpose and mainly their identity, individuals involved in these groups feel their actions are legal.  These organizations are composed  mainly of political and government protesters.  “By interacting with Internet users who are likeminded, the individual no longer is an isolated voice but a part of a network.”
 The thrill of knowing they can penetrate a government system gives them the satisfaction in thinking that they have some form of control and power over government policies.  But what these groups are unaware of is the fact that their actions may lead to bigger and more serious problems for government entities in the future.  Outside organizations or terrorist organizations may use hacktivist actions to their benefit.  For instance by diverging the government’s attention to the hactivists activity, the terrorist may see an avenue of opportunity to attack when the government is distracted. There are many more hacktivist organizations that exist and new ones are continuously emerging.  New coalitions can be built on-line that allow people in rich and poor countries to unite in order to bring about social change.
  These organizations need to realize that they are a threat to the Internet community as a whole and their actions will not be ignored and tolerated.  

Defining Hacktivism:


Hacktivism is a fairly new term that describes a method of cyber protesting.  Security expert, Dorothy Denning states,” hacktivism is the convergence of hacking with activism, where hacking is referred to the action or operations that exploit computers in ways that are unusual and often illegal, typically with the help of special software or hacking tools”.
 It is basically breaking into a computer or network without authorization (unauthorized access).  Once activists take protesting to the Internet they are known as hacktivists and their actions are known as hacktivism.  This type of protesting is known as “cyber-protesting” or “cyber-civil disobedience.” They are attacking the networks, websites and computer systems of their opponents.  Activists have chosen to participate in hacktivism to display propaganda because it is cheap, available to diverse audiences, easily distributed and has the ability to bypass many national laws.
 Newly developed software such as; Peekabooty, Six/Four and Triangle Boy imitate the peer-to-peer file sharing architecture used in Napster but allows parties to transfer encrypted files coupled with other forms of advanced technology.
 Such software,  created by hacktivists organizations is used, “…to grant unrestricted access to users in China, Iran and other countries whose governments use filtering or censoring software to control their Internet connection.”
  

There are different hacking techniques in use by hacktivists to convey their discontents.  The most common ones are, “virtual sit-ins and blockades; automated e-mail bombs; web hacks and website defacement and sending computer viruses or worms”.
  These various techniques will be discussed and examined later in the paper. Depending on what the hacktivist wants to accomplish, any one of the above techniques can be used or all can be used at once. If the attack is successful, the damages on the target/victim computers are detrimental and expensive to repair.

Electronic civil disobedience is appealing for extreme activist groups because of the publicity the media gives it.  There is very little a hacktivists has accomplished if their actions are left unrecognized. After the attack on the Untied States on September 11, 2001 the media and government entities are more responsive to hacking cases because acts of hacktivism and acts of cyber terrorisms are becoming blurred. Not only is the media finding it difficult to find the line between hacktivism and cyber terrorism,  it is also becoming harder for law enforcement to distinguish between the two. Hacktivists were not always militant.  In the past, they use to hosts their own sites, post their own content and wait around for people with the same interest to visit their website. But the wait is over, now they are taking a more proactive approach by forcing the people who have different beliefs and opinions to listen.  

Hacktivism is prevalent in many countries around the world.  There have been instances where acts of hacktivism have caused severe economic loss for many businesses and organizations.  Hacktivist have the Internet to thank when it comes to providing the necessary tools and information that assist them in their mission.  Hacktivism even occurs in countries that try desperately to censor the Internet.  With the aid of outside organizations and various hacking tools and software, hacktivist have found ways to work around Internet censorship.      

Common Techniques used by Hacktivist:


Virtual sit-ins and virtual roadblocks are methods used in cyberspace.  Unlike physical sit-ins or roadblocks used in  traditional  protests, in cyberspace such tactics  can be very disruptive. In cyberspace there is often only one “road,” the entities web site, that can be attacked, creating a single, critical point at which an organization is vulnerable to attack. The objective of this method is to block access to websites or services intended for legitimate parties.  The goal is get an organized group of hacktivist to point their web browsers to target sites at the same time in order to max out the circuit or bandwidth.  “To facilitate the strikes, the organizers set up special websites with automated software…participants had to visit one of the Flood Net sites and their computers would automatically download the software that would access the site every few seconds…in addition the software allowed the hacktivist to leave a personal statement on the target server.”
 The idea is to make it painless for hacktivist to participate. 

E-mail bombs are used by hacktivist to flood the opponent’s e-mail box or mail server.  Again, with automated software tools, this attack can be facilitated very easily.  The objective is to “jam” the opponents mail so severely that they will not be able to send or receive mail.  This attack can be very harmful for businesses or government officials that rely on the use of e-mail to communicate between parties and organizations.  

Hacking and website defacements is more common among hacktivist who are looking to take a more proactive approach.  Once hacktivists gain unauthorized access into the target web server, they rewrite code that replaces the websites content with their own content and propaganda.  Hacktivist are aware that “websites can provide an inexpensive and yet pervasive medium by which to address a global public with more direct control over the message.”
 Often times the messages are defamatory, extreme and graphical.  Hacktivists tend to use this method of attack because pictures are often worth more than a thousand words.  For instance, after the attack on 9/11, may hacktivists groups quickly united with other hacktivists groups around the world to penetrate, deface and crash hundreds of web servers in the Middle East.
  Pictures of Bin Laden with pistols pointing towards his temple were very common.  Actions such as the one mentioned is very common after such an incident but the war unfortunately tends to move into cyberspace rather quickly and the retaliation process by the opposing party is almost predictable in the cyber world.  In the end, these types of propaganda tend to lead to cyber war between two opposing party and instead of using bombs or guns, the weapon of choice becomes a keyboard and computer.


Lastly, computer virus and worms are also very popular methods used by hacktivist.  Viruses and worms are very problematic for network administrators to clean up.  Both are types of malicious code that can infect a computer or network by and propagating from one system to the next.  This method is harmful because some viruses and worms can go undetected until triggered by some agent that causes it to react and damage the victim computer.  Sometimes the only way to stop the virus or worm from spreading into other areas of the network is to take it off-line until the damages are repaired.  Once again, the hacktivist is successful in taking down their intended target.

Hacktivist Motivations and Expectations:


Activists groups are motivated to use the Internet as a tool for engaging in cyber-civil disobedience mainly because of its global visibility.  It offers access to numerous amounts of information at very little cost for those groups who have limited budgets.  If individuals are afraid of disclosing their identity for any reason, the Internet can mask their identity.  People who live in countries where the government regulates the use of the Internet can launch successful attacks without the fear of being caught and prosecuted.  In a sense, cyber-civil disobedience is safe when compared to the old traditional form of protesting.  Hacktivists also take advantage of the opportunity and availability to be able to publish freely on the Internet to advance their cause.  They offer free software and host numerous web sites on how to hack.  Unfortunately, these sites do not offer any disclosures or warning labels that indicate what the implications and consequences of hacking are.  But it is difficult to determine whether or not hacktivism would decrease even if the warning banners existed.  


Drawing media attention and publicity is a hacktivist’s objective.  They disrupt, manipulate and destroy their opponents systems by engaging in illegal activity.  In the end they think they can bring about some form of social and political change by engaging in cyber-civil disobedience.  In the pasts, the actions of many hacktivist groups were considered to be more of an annoyance than a threat.  But many network and security administrators are learning that it requires many hours of reprogramming and large sums of money to bring the site back to its original form.
  In today’s Internet environment hacktivists groups are becoming as much as a threat to the Internet community as cyber-terrorists because of the impact and damage they cause to the opponent systems.  One major obstacle for hacktivists groups is to reach people in underdeveloped countries that have limited Internet and communication infrastructures.  If technology continues to grow at the pace it currently is, this obstacle will soon be obsolete. 

Concerns for Law Enforcement and Government Entities:


The boundaries between acts of hacktivism and acts of cyberterriom are now being considered two of the same things.  “Cyber-civil disobedience is waged by remote control, over vast distances, yet the effects can be highly focused against selected targets”.
  Policing the streets and maintaining social order during protests and demonstration on the streets use to be feasible but policing the Internet is virtually impractical.  Traditional methods of protests use to allow law enforcement to plan ahead, make sure they have enough man power to keep protestors in line and most importantly have the ability to arrest a protestor quickly if they got out of control.  Law enforcement agencies are finding out the hard way that in the world of cyberspace the hacktivists are the ones in control. Hacktivism poses a threat on two levels: the private industry/intellectual property level and the national and government/national security level.”
  

The frightening feature that law enforcement faces is the fact that the Internet has no concrete boundaries.  As mentioned earlier, hacktivist can find ways to bypass local national computer laws. One person or entity does not own the Internet, it is ungoverned and impossible to police.  “The laws governing material on the Internet are not as clearly defined as those governing print based material and it appears that legislation cannot keep pace with the issues of today.”
 The government has to find a balance between the fundamental right of persons constitutional right to free speech and the threat of national security.  Actions such as hacking and defacing government web sites can constitute an act of cyber war.  The inability to distinguish between the acts of hacktivist and the acts of cyber-terrorists the government is taking a more strict approach on computer related crimes.  “Cyberspace is increasingly used as a digital battlefield for rebels, freedom fighters, terrorists and others who employ hacking tools to protest and participate in broader conflicts.” 
    Hacktivist no longer have to worry about police officers with guns and tear gas.  They do not have to worry about other extremists who are on the opposing side showing up and disturbing their demonstration.  Government agencies are learning the hard way that, “the information age population doesn’t have to take to the streets to voice its discontents.”
 .  If hacktivists continue to trade blows by crashing the government server of their opponents their actions could be considered an act of cyber war by the opposing government.  In turn this could lead to more devastating long term affects than what the hacktivist intended. 

Government systems are relying more heavily on many private organizations to provide Internet services.  Disruptions or attacks on private entity networks have negative impacts on the government system.  According to the National Infrastructure Protection Center (NIPC), sub-entity under the Federal Bureau of Investigation, “the potential for future attacks could bring about large economic loss as well as potentially severe damage to the national infrastructure, affecting global markets as well as public safety.”
 When hacktivism start to borderline the actions of cyber-terrorists, government officials become involved for safety of the nation.  The Federal Bureau of Investigation also formed an alliance group with private entities known as the, “Information Sharing and Analysis Center (ISAC) that is responsible for sharing information on vulnerabilities and cyber-attack data within various industry sectors, including; the energy, banking and telecommunications industry.”
 Infrastructure related information is and can be accessed from all around the world and much of the nations most critical infrastructures such as the physical phone lines, electric grids, air traffic control and water supplies are connected and operate with the aid of computers.
 This interconnectivity has made the government very dependent on private entities to secure, monitor and maintain the integrity of their network infrastructure from attacks by hacktivist and cyber-terrorists. 

The idea that government and private organizations can work closely together to mitigate computer related crimes is very promising toward the future of the Internet.  “Dependence implies vulnerability, and to military thinkers, vulnerability implies opportunity”.
  More now than ever, militaries all around the world now depend on computers to manage massive amounts of data for logistics, process intelligence and plan operations, design and manufacture weapons.
  To many anti-government hacktivists groups the servers and networks that hosts this information become potential targets.  

Since the terrorist event on September 11, 2002, new laws have been passed to combat cyber terrorism.   Laws in place today such as the United States Patriot Act and the Computer Fraud and Abuse Act address the implications of hacking and what the consequences of hacking are. A representative from the FBI states, “the law does not give special treatment or legal immunity to hacktivism, denying service to a computer is a federal crime.”
  Computer hackers now face life imprisonment if convicted under the convicted under the United States Patriot Act.  Whether or not this is going to discourage hacking and make a hacktivist think twice before acting is too early to speculate.

Concerns for Security Professionals, Private and Commercial Organizations:
The concerns for many security and network administers are similar to those that the government faces.  Commercial entities are also becoming targets for hacktivists organizations because some hacktivists organizations are against globalization and merging markets.  Others feel U.S companies and International companies should not conduct business with each other.   Hacktivist have targeted entities such as, Microsoft, Nike and Ford Motor to name a few.  By denying service to these corporations server, causes severe financial damage.   These companies are targeted because they are large corporations that are a figure for economic growth for the United States.  Other hacktivists feel these large corporations are becoming a monopoly and disagree with their business objective or agenda.  Another extreme example is if a hacktivist group attacks a financial institution because they feel the bank is processing transactions for the Al-Quetia.  Instead of letting law enforcement investigate the matter, hacktivist take matters into their own hands.  Although the hacktivist group considers their actions are good for the community as a whole, other parties that desperately depend on the bank to conduct their financial transactions are negatively impacted by the lack of availability to their funds.


The NIPC have provided some recommendations to private entities on how to secure their network from hacking and hacktivist activities. They encourage companies to re-evaluate their security procedures, implement network intrusion detection software, limit the size of inbound traffic, review system logs, disable inactive accounts, change passwords regularly and keep patches updated.
  They should monitor and analyze network traffic to determine if there is a pattern of constant requests or pings coming from the same source.  Web administrators should always keep back-ups and have redundancy plans.  There is no such thing as a network that is 100% secure from any threat.  One of the hardest reasons to detect the actions of a hacktivist is the mere fact that the traffic or requests they make to the target web server appear to be legitimate.  Before the network administrators can determine what is going on, the hacktivist has already disrupted service, replace web site content or crash the server.  Government entities do not recognize the acts of hacktivists as a form of civil disobedience, and the penalties for breaking into a computer can be very extreme and hacktivists need to be aware of their actions and thus must take responsibility for the damages they create.  

Conclusion:

Hacktivism is becoming a very serious threat to the Internet community because of the interconnectivity of government systems and private networks.  As one depends on the other to operate, disruptions in normal operations or lack of availability in services can have very serious side effects on a nation and it’s critical infrastructures.  Since information is so easily available over the Internet it is almost impossible to validate its authenticity.  Hacktivists organizations use the Internet to recruit more participants in order to form a union of like-minded people.  With the ability to manipulate information on local and national news servers, innocent web surfers may not even realize that they are being swayed by misleading information.  Hacktivists organizations stand firm by the fact that their actions are nothing more than an act of civil disobedience.  Instead of taking their discontents to the street, they are taking it to the information highway.  They feel their actions are not illegal, dangerous or life threatening.  Some security professionals and law enforcement agencies seem to think otherwise.  Manipulating or destroying data that is an essential part of a company’s financial well-being, or crashing a government server that regulate air traffic control is illegal and life-threatening.  As these organizations become more aggressive in the future, there is no telling how much damage can result from their actions.    


Regardless of whether or not hacktivist feel their actions are legal, Unites States computer laws and some International computer crime laws identify hacking as an extreme threat to the Internet community and therefore illegal.  Various government and law enforcement agencies around the world feel unauthorized access to any computer; network is the destruction of private property.  Those who violate these laws will be punished.  In the past, computer laws alone have not proven to discourage hacktivism.  However, through education and training, those that commit these crimes will be brought to justice and used to set a standard or example.  

Activist who disagree with hacktivism feel their counterparts are misusing the Internet.  Instead of using the Internet as a weapon, activist should use the Internet as positive communications tool.  Instead of going out and causing damage to the opponent systems, they should take the time and effort to divert their attention to the importance of creating their own web site whereby they can hosts their own material.  The Internet does allow people to express their First Amendment right to free speech without breaking local and international law. There are other ways of expressing political, social and personal discontents without being unethical and disregarding the laws of other countries.  Human conflict is inevitable and impossible to ignore. The whole idea behind civil disobedience is to allow people to challenge government policies and actions.  It is not about taking down a web site or destroying a network because “they” feel it is not worthy of being on the Internet.  Hacktivism is a double standard, people that participate suggest they are expressing freedom of speech but what they have really done is take away someone else’s freedom of speech.  For those that feel hacktivism is an act that is nothing more that a nuisance should not undermine their ability to cause extreme damage.
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